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The Objective: Move large amounts of data quickly
and reliably from PC to FPGA

data.bin

10Gbit/s FPGA

e Candidate protocols

DVI, HD-SDI
USB, SATA
PCI
Ethernet

High data rates but not ultra-reliable, not error free
Reliable but not very high throughput, short range

Reliable, high throughput, short range
(TCP/UDP) High throughput, long range
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10 Gigabit Ethernet
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.I E E E802 . 3a e-zooz PHY position in OSI Model Layers
*XGMII —10G Media Independent Interface, 32bit

Model Layers Layers

H : Media Access Control
@ 3 1 2 . 5 IVI Z. ik cation Timing, Pause, Checksum
6 - Presentation
Reconciliation Sublayer

*64B66B Encoding & Scrambling - EMI reduction e S

TCP/UDP 4 - Transport PCS, a
64b/B6b cod
IPv4,ICMP 3 - Network sync
*Gearbox - 1OGbpS <-> 1031256bp$ IEEE802.3,ARP 2~ Data Link MAC Yppp—
IEEE802.3ae-2002 1 - Physical PHY LHLmedacapenieny

transceiver, e.g. laser/PA

*Clock Rate adaptation - handle +/-100ppm difference
*PMA — Parallel<->Serial, CDR, Gigabit transceivers

Int
attach"/10GBASE-SR

CT1010-XGPHY in Example Application

CT1010-XGPHY 10GbEthernet PCS

Ref clock
>
322.265M
L TXD(63:0)— PCS TX »
TXC(7:0 64b66b encode € XSBI_TX(31:0)—|
’ Scramble - '
» Gearbox
10GbE
Avalon/AXI XM | Fault Management XsBl | PMA/|  sF) DA/SR
10GbE 10GbE : BER Monitor PMD 10GbE
Application (———— R ————— PRBS Test Patterns S (Xilinx/  ——— > SFP+ { ——— Node
in FPGA | aanit @156.25M B4bit @156.25M N it @322.265M | Altera) | 10 3125ahivs 10.3125Ghit/s
» PCS RX
) Sync/Gearbox
——RXD(63:0)—— De-scramble RXCLK 322.265M —|
€——RXC(7:0)——]  64b66b decode € X8BI_RX(31:0}—
host_addr(7:0) - -
Post_wenwda@310) x| Host registers
host_rdata(31:0) Statistics




10GbE
Application
in FPGA

The MAC Layer 2

*XGMII -10G Media Independent Interface, use any
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MAC position in OSl Model Layers

08l Reference 08l Reference Model

Model Layers Layers
PeEE Media Access Control
7 - Application Timing, Flow control,
Checksum

6 - Presentation
Reconciliation Sublayer

PHY, 32bit @312.5MHz
*XAUI/XGXS “XGMII extension Sub-layer” between
MAC /PHY, e.g. an external IC, backplane. T

*XAUI rate 4 pairs @ 3.125GHz each way. 8b/10b .
*Application — Streaming Interface (user specified, =
e.g. Avalon,AMBA,other)

CT1009-XGMAC in Example Application

CT1009-XGMAC 10G Ethernet MAC

| TX_START

» " . .
DX ACK Transmit Engine XGMIL_TXC( 7:0), |
- P g
TX_VALID(7:0) xaMH_TxD(eaog
TX_DATA(63:0) FCS CRC32 |
TX_ERROR

Frame Management

e e > Flow Ceontrol

[ F’AUSE_REQNAL“S‘D)}' |

10GbE
Link Fault XGMII PCS

Management

HOST_ADDR(11:0) XSBI

HOST_WEN
HOST REN
HOST_WDATA(31:0)

HOST_RDATA(31:0)

CLK156.25M
RESET_N

Avalon/AXI

Host Registers
& Statistics

Yyvy

e.g. f
CT1010- ' 32bit

64bit @156.25M XGPHY @322.265M

64bit @156.25M Reconciliation

Sublayer

H

XGMII_RXC( 7:0)

Receive Engine :xemu_Rxn{ea:u: |

FCS CRC32
Frame Management
Flow Control

RX_VALID(7.0)
RX_DATA(63:0) |
RX_FRAME_GOOD
RX_FRAME_BAD
RX_FRAME_DROPPED

AAAAA

5 - Session Fault Messages
4 - Transport PCS, autonegotiation,
64b/66b coding, scramble,
3 - Network sync, framing

PMA, parallel <-> serial

PMD, media dependent |
transceiver, e.g. laser/PA
Medium:Copper/Fibre
Connector: SFP+
Interconnect: DA "direct
attach"/10GBASE-SR

2-Data Link MAC |
1 - Physical PHY

10GbE

';:I‘SU SFI DA/SR
- | } | 10GbE
(Xilinx/ | | SFP+ | Yo312560l Node

Altera)  10.3125Cbit/
s s
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Store&Forward vs Cut-through

*Store-and Forward. No bad frames leave the MAC. Variable and longer latency
*Cut-through. Fixed and shortest latency. Possible “clean-up” required at App

RX Frame Latency, Store-and-Forward RX Frame Latency, Cut-Through

- 10 clock cycles

-l 5 clock cycles -
< 10 clock cycles > 7 clock cycles » XGMIL_RX - =
XGMI_RX 2 5 Data 2
E Data &
i
3 clock 4 clock
P
APP_RX e > Syoes
APP—RX < 1 Frame +7 clock cxclas 3 Data Data
CRC_VALID/
CRC_GOOD R I
XGMII_RX Frame0 Frame1 F2 | F3 | F4
! . XGMII_RX Frame0 | Frame1 F2 F3 | Fa
APPRX AL ALY BN NS APP_RX | Frame Frame1 F2 | F3 | F4 |

11010010
0101 10001001101¢
o011 p
51001 1

2a00l

N T T T T O T T S e B B N P e e, R L e




CHI=VIN

TECHNOLOGY

Transport Layer 4 Protocols

* TCP connection oriented
“Stream of bytes” between applications over sockets
— Guaranteed delivery
— Correct Order
— Server and Client roles
— Complex protocol, 1GHz CPU resources for each 1Gbps TCP traffic
— Point-to-point only
 UDP connection-less
— “message oriented” frames between applications over sockets
— Uncertain delivery - “Send and forget”
— No re-ordering
— UDP message remains intact
— Simple protocol, no sequence number, no ACK
— Broadcast/Multicast/Unicast

7 Application Layer
v Message format, Human-Machine Interfaces

6 Presentation Layer
v Coding into 1s and Os; encryption, compression

5 Session Layer
v Authentication, permissions, session restoration

4 Transport Layer
v End-to-end error control

3 Network Layer

v Network addressing; routing or switching

2 Data Link Layer

v Error detection, flow control on physical link

<— TRANSPORT SERVICE —> |<«— UPPER LAYERS —>

1 Physical Layer

v Bit stream: physical medium, method of representing bits

01001¢
1100010011010 :
00101107° 0118

gagond
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The UDT Protocol Layer 5

‘ Seq # 7 Payload ‘

Receiver

*UDT4 (UDP based Transfer Sender |
Protocol) Yunhong Gu, University _ UDP Channel
of lllinois at Chicago 2007 recover 1! Sender

*Light weight — UDP with | ACK | sea# |
Sequence numbers | | Loss List |
*Sliding Receive Window

Lost packets aresent -

individually - J—
Evifer Sefider's e

‘ Loss List FU— g

: |

ldentical nodes maintain Loss list £ — 3

Loss List <] o e B

*Congestion Control . Becelvers Receiver o

Buffer

N T T O T T e T T T I B e i e R T e TR [T N Jeen- e [T Ui (R ey [N SR [N SR TR
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Offload Engine Tasks

* Separate UDT Payload from UDT header — process separately CPU / RTL
 Move UDT Header to Buffer - Microblaze CPU processes UDT protocol Header
* Move UDT Payload to Buffer - RTL processes UDT protocol Payload

* Microblaze CPU sends response — ACK, maintains & sends loss list, etc

System with UDT Client (PC) & UDT Server (FPGA)

UDT Client Side (PC)

UDT Server Side (FPGA)

SFI XAUI XGMII Streaming UDT Offload Englne
4 . ~N 10.3125Gb 4x/3.125G 32bits/312.5M 64bits/156.25M
( send data.bin 192.168.1.100 9000 ) Coore > T AG Addroen ‘
- | | | €SS | IP Address 192.168.1.100 | UDT port 9000
! aa.bb.cc.dd.ee.ff; !
—» PHY —3» XGXS — MAC La'yFZrUIE)ZiC H—[; # UDT Header ‘ ‘ UDT Payload ‘
. 1-7m SFP+ A | ] > \‘ >
WD Gl "Direct Attach" S | -
el \ 4 ! Packet Header Packet Payload
‘ AN Host PC Copper Cable F ARP ‘ Buffer @10Mbit/s Buffer @10Gbit/s
J ) P ICMP 1 i
i with A i
+ ! Header data Payload data
10G SFP+ 1
data.bin v ;
‘1 ‘3 ‘3 (1 IP/UDP W Microblaze
] FNY | NDE ] e ] Layer Logic ~ UDT server SW
! ' ! ! ! data.bin
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Verification using Simulation

* Simulation - Modelsim

* Vector tools
— pcap2sim("xgmac_10g_test.pcap",[1,(3..25)],“vector.bin" )
— sim2pcap(“sim_result.bin" ,’sim_result.pcap”)

* Unit Tests

— MAC/IP Address
— PING, ARP
— Filtering, UDT server

System with UDT Client (PC) & UDT Server (FPGA)

UDT Client Side (PC)

UDT Server Side (FPGA)

SFI XAUI XGMII Streaming UDT Offload Englne
-~ . 10.3125Gbps 4x/3.125G 32bits/312.5M 64bits/156.25M
send data.bin 192.168.1.100 9000 ) | : ) | .
<\ | | | MACAddress | b\ iress 192.168.1.100 | UDT port 9000
! aa.bb.cc.dd.ee.ff; !
—» PHY —3» XGXS —¥ MAC La'yPe/rUIE)ZiC H—[; # UDT Header ‘ ‘ UDT Payload ‘
A | ‘ ‘
. 1-7m SFP+ i N4 <
WD Gl "Direct Attach" S | - e
el \ 4 ! Packet Header Packet Payload
N Copper Cable F ARP ! Buffer @10Mbit/s Buffer @10Gbit/s
N Host PC p BN | _
/ with A |
+ ! Header data Payload data
10G SFP+ ;
data.bin ‘ ‘ v |
‘1 ‘3 ‘1 (1 IP/UDP W Microblaze
] FNY | NDE ] e ] Layer Logic ~ UDT server SW
! ' ! ! ! data.bin
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Verification on Hardware

e Traffic Analysis — Wireshark

* Send something to the FPGA
— >send.exe filename 192.168.1.102 9000
* Unit tests verify data is sent correctly to FPGA
— Rate >9.5Gbit/s, error-free
— Errors, bit errors, dropped packets
— Flow Control
— “Soak test”, check DDR3 memory content

Bl xcmac_10g testpcap  Wireshark 1.6.5 (SVN Rev 40429 from Frunk-1i6)] I A

File Edit View Go (Capture Analyze Statistics Telephonz Tools Internals Help
BeEoese EEXEE AesaTLI(EEQAQQAE @M x| B
Filter: lz‘ Expression... Clear Apply
MNo. Time Source Destination Protocol Length  Info =
1 0. 000000 Qlogic_05:72:58 Broadcast ARP 42 who has 192.168.10.27 Tell 192.168.10.1
2 0.000068 aa:bb:cc:dd:ee:ff Qlogic_05:72:58 ARP 60 192.168.10.2 is at aa:bb:cc:dd:ee:ff
3 0.000076 192.168.10.1 192.168.10.2 upT 106 Control, Handshake, sSock: O =
4 0.000131 192.168.10.2 192.168.10.1 upT 106 Control, Handshake, Sock: 1fab99bb
5 0.000183 192.168.10.1 192.168.10.2 upT 106 control, Handshake, sock: O
6 0.000230 192.168.10.2 192.168.10.1 upT 106 control, Handshake, sock: 1fab99bb
7 0.001374 192.168.10.1 192.168.10.2 upT 8250 pata, Msg: 1, seq: 712b6bl2, sock: 11223344
8 0.001386 192.168.10.1 192.168.10.2 upT 8250 pata, Msg: 2, Seq: 712b6bl3, sock: 11223344
9 0.001394 192.168.10.1 192.168.10.2 upT 8250 pata, Msg: 3, 712b6bl4, sock: 11223344
10 0.001402 192.168.10.1 192.168.10.2 upT 8250 pata, Msg: 4, 712b6bl5, sock: 11223344
11 ©0.001409 192.168.10.1 192.168.10.2 upT 8250 pata, Msg: 5, 712b6bl6, sSock: 11223344
12 0.001416 192.168.10.1 192.168.10.2 upT 8250 pata, Msg: 6, 712b6bl7, sock: 11223344
13 0.001423 192.168.10.1 192.168.10.2 upT 8250 pata, Msg: 7, 712b6bl18, sock: 11223344
14 0.001430 192.168.10.1 192.168.10.2 uoDT 8250 Data, Msg: 8, 712b6b19, sSock: 11223344
15 0.001436 192.168.10.1 192.168.10.2 uoDT 8250 Data, Msg: 9, 712b6bla, sSock: 11223344
16 0.001443 192.168.10.1 192.168.10.2 uoDT 8250 Data, Msg: a, 712b6blb, sSock: 11223344
17 0.001443 192.168.10.2 192.168.10.1 uoDT 82 Control, ACK, 1fab99bb
18 0.001449 192.168.10.1 192.168.10.2 uoDT 8250 Data, Msg: b, : 712béblc, Sock: 11223344
19 0.001459 192.168.10.1 -168.10.2 uoDT 8250 pata, Msg: cC, : 712bébld, Sock: 11223344
20 0.001468 192.168.10.1 -168.10.2 uoDT 8250 pata, Msg: d, 712b6ble, Sock: 11223344
21 0.001478 192.168.10.1 -168.10.2 uoDT 8250 Dpata, Msg: e, 712b6blf, sSock: 11223344
22 0.001486 192.168.10.1 -168.10.2 uoDT 8250 pata, Msg: T, : 712b6b20, Sock: 11223344
22 0.001495 192.168.10.1 .168.10.2 upT 8250 pata, Msg: 10, : 712b6b21, Sock: 11223344
] 2 1fab99bb
25 0.001514 192.168.10.1 upT 8250 pata, Msg: 11, 712b6b22, sSock: 11223344
26 0.001533 192.168.10.1 upT 8250 pata, Msg: 12, Seq: 712b6b23, sSock: 11223344 -
4 i r
+ Erame 24 872 bvrtes on wirea (656 bhitsYy., 8?2 bvres capnptured (656 hits)y
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Designing for 10G in FPGA

* PHY — XGPHY - new possibilities in FPGA with SERDES > 10G
(StratixV, Virtex7). XAUI option for slower SERDES FPGAs.

* MAC — XGMAC - easy to integrate, lean on resources, low-latency
* |P/TCP — XGTCP — easy to integrate, lean, optimised for few connections
* |P/UDP — UDT Server — easy to integrate, optimised for high bandwidth &

CT1008-XGTCP 10Gbit/s TCP/IP Core
wdata(63:0) -
data from full/afull(15:0 ) RX-data CT1010-XGPHY
application Wt:_en(a(fs)ﬁﬁ «4— Memory —— PacketFilter «f _ 10GBASE-R PCS P
e 7| Application y gﬁGb" 4 PMA/PMD Multi Gigabit
rdata(63:0) Interface Nz A thernet X ; .
data to i T, A1 YiE Transceivers(StratixV, Virtex7) SR+ > CTIIC;t
application |~ read ena(15:0) B Memory | Iransmit | Txdata o eg. CT1009 I
1 Lt y scheduler XGMAC 10Gbit 10Gbit/s
XGMII/ XAUI/
+ A A > au € e S «—> Ethernet
€
4 4 4 ) 4 4 Opfion -XAUI for FPGA wiln<10Gbps SERDES
TCP Connection Handler

O T O O o L T T | | 1} | L e e Ll il s sicat o salaas iaaal e TN [T Y el (ST PR S ny [ [ R IO SR (SR
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www.chevintechnology.com
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